EduSweep 2 Readme ‘)’\(

Thank you for downloading EduSweep, the open-source network scanner. EduSweep is a unique
piece of software. It's designed to keep networks free of the unwanted files that anti-malware
software doesn’t touch. Do you know which students have batch files and VBS scripts stored in their
user areas? How many have copies of games tucked away? EduSweep can identify and clean away
files that breach your usage policy with ease.

Getting Started

Before you install EduSweep, review the installation steps below:

Ensure that you have the latest version of the software from the website.
Uninstall any existing copies of the software by using Add/Remove programs under Control
Panel (Programs and Features on Windows Vista)

3. Runthe EduSweep installer to install the software.

4. Start the software for the first time and run the software update tool to download the latest
signatures.

5. Create a scan task and run it to check that the software is installed and functioning correctly.

Known Issues
e Tasks may take a long time to start running on large folders
e Printing reports will fail if Google Chrome is the default browser. To work around this, select
the “Open in Browser” button and use the Print function from the browser’s File menu.

Please report bugs using the form at www.paulbeesley.com/contact

Installation

Download the Latest Version
The installer is available from: http://www.paulbeesley.com/software/edusweep

Run the Installer

Once you have downloaded the MSI package, double-click it to open it. Follow the wizard, making
changes as necessary. Once the software has been installed, you can launch it from the start menu
under the “EduSweep 2” folder.

Checking for Updates

Updates for EduSweep are released regularly and the program is capable of updating its signatures
from the web. It is important to make sure that the latest versions of these are installed, as updated
versions provide fixes and information about new threats.


http://www.paulbeesley.com/contact
http://www.paulbeesley.com/software/edusweep

Changes since 2.0.0 Final

2.2.0 “Emerald”
Improvements:

e EduSweep no longer requires UAC elevation to start up. You can still run it with
administrative rights to scan protected folders if you wish. !

e Defaulted to storing all resources (tasks, signatures, reports, quarantine) per-user rather
than per-computer so that each user can have their own set of tasks, etc. This also means
that your personal EduSweep configuration will be available on any computer where it is
installed.

e Overhauled software update system lays the groundwork for larger changes in v2.3

e Moved update repository to faster, more stable server

e Released new signatures for detecting image files

e Updated to the latest DotNetZip library

e Scan progress is displayed in the taskbar button !

e Warn the user before starting a scan if the battery charge is low !

e Use new Aero-style dialogs where possible !

e Unified “Add Local Location” and “Add Network Location” dialogs when creating and editing
tasks !

e Much of the manual has been rewritten for clarity and to take recent changes into account
Fixes:

e Software update fails to recognise that a new program version is available

e Software update may list updates as available when they have already been downloaded

e File Inspector does not behave correctly when selecting a new file after being launched from
the Quarantine Manager

e Crash when printing reports directly from the Report Manager and the default browser does
not support direct printing

e Crash when dragging files onto the file inspector window

e Proxy settings fields are not disabled correctly when automatic detection is enabled

e Report files now display CSS formatting correctly if moved out of the reports directory

e Broken donation link

e  Miscellaneous minor fixes

Feature is applicable only to Windows Vista, Windows 7 or Windows Server 2008

2.1.1 “Bombay Sapphire”
Improvements:

e Icons shown in the file inspector and quarantine manager are higher quality
e Custom signatures are more reliable

Fixes:



e Quarantining two identically named files from different locations causes a crash

e File inspector refresh function does not always work reliably

e Using the file inspector on remote files (with UNC paths) may cause a crash

e Custom signatures can contain duplicate hashes which slows scanning speeds

e Custom signatures are not created successfully on Windows Vista when UAC is enabled

e Checkbox in the settings window indicates that glass effect can be enabled on Windows XP
or below when this is not the case

e Incorrect button behaviour in the signature creator

e Incorrect text in the signature creator

2.1.0 “Sapphire”
Additions

e The file inspector displays the current file’s icon while scanning

e The quarantine manager has gained an additional view style and a size column

e The quarantine manager also displays file type icons

e Glass title bar effect for Windows Vista and Windows 7 computers (can be disabled)

e  “Open” and “Open with Notepad” commands added to the quarantine manager and task
progress windows

Improvements

e Faster scans by about 5%

e More polish than a well-used floor buffer

e System information in the about window displays additional data which can be sent for
debugging

e Several windows have been made resizable to better display long filenames

e Software update now has access to a secondary update repository in case the main server is
offline

e Software update now load balances between repositories

e EduSweep will automatically request administrator privileges when running on Windows
Vista, 7 and 2008 server.

e Multiple reports can be deleted at once

e Multiple quarantine items can be restored and deleted at once

e Better dialogue boxes in the Task Progress window

e Misc interface improvements for consistency (auto focus for text fields, etc)

e Updated to the latest version of the DotNetZip library

e Read access to folders is not always being checked so inaccessible folders can cause a crash
e Manually adding files to quarantine causes a crash if the file doesn’t exist

e Scanning an open file with the file inspector may rarely cause a crash (depends on file type)
e Creating a task with a long filename causes a crash

e 401 unauthorised error when checking for updates

e 404 not found error when checking for updates



e Grammatical error in some description text

e Incorrect description text for the User Interface panel in the settings window

e Inaccurate description text in the Task Progress window

o The file inspector will occasionally warn that the indicated and detected extensions do not
match when they in fact do

o Multiple file selection in the quarantine manager does not behave properly

e Removed an unneeded column from the quarantine manager

e The software update window repeatedly shows “File Identification Signatures” as available
even if they’re updated. (The update works but they aren’t marked as updated)

e Minor stability fixes

License Information

EduSweep is open-source software and is released under the terms of the Microsoft Public License, a
copy of which is included with the software installer. Please give it a cursory glance, especially if you
plan to distribute the software or use it in a commercial environment. If you plan to release a
modified version of EduSweep this is perfectly acceptable provided you follow the conditions
outlined in the license. However, | would ask that you inform me before doing so just out of
courtesy.

Microsoft Public License Text
This license governs use of the accompanying software. If you use the software, you accept this
license. If you do not accept the license, do not use the software.

Definitions
The terms "reproduce,

reproduction,” "derivative works," and "distribution" have the same
meaning here as under U.S. copyright law. A "contribution" is the original software or any additions
or changes to the software. A "contributor" is any person that distributes its contribution under this
license. "Licensed patents" are a contributor's patent claims that read directly on its contribution.

Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, including the license conditions and
limitations in section 3, each contributor grants you a non-exclusive, worldwide, royalty-free
copyright license to reproduce its contribution, prepare derivative works of its contribution, and
distribute its contribution or any derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the license conditions and limitations
in section 3, each contributor grants you a non-exclusive, worldwide, royalty-free license under its
licensed patents to make, have made, use, sell, offer for sale, import, and/or otherwise dispose of its
contribution in the software or derivative works of the contribution in the software.

Conditions andLimitations

(A) No Trademark License- This license does not grant you rights to use any contributors' name, logo,
or trademarks.

(B) If you bring a patent claim against any contributor over patents that you claim are infringed by
the software, your patent license from such contributor to the software ends automatically.



(C) If you distribute any portion of the software, you must retain all copyright, patent, trademark,
and attribution notices that are present in the software.

(D) If you distribute any portion of the software in source code form, you may do so only under this
license by including a complete copy of this license with your distribution. If you distribute any
portion of the software in compiled or object code form, you may only do so under a license that
complies with this license.

(E) The software is licensed "as-is." You bear the risk of using it. The contributors give no express
warranties, guarantees, or conditions. You may have additional consumer rights under your local
laws which this license cannot change. To the extent permitted under your local laws, the
contributors exclude the implied warranties of merchantability, fitness for a particular purpose and
non-infringement.
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